PI'Oﬁt y{ars .

Fight or: Flight
Fraud & Risk in Payments

Lee Wetherington, AAP

Director of Strategic Insight
Jack Henry & Associates®

W FINANCIAL PERFORMANCE RETAIL DELIVERY W IMAGING & PAYMENTS PROCESSING W INFORMA ON SECLIE

Yy’ @leewetherington



Lee Wetherington
Director of Strategic Insight

Jaclk herey

ADevelops actionable insight and strategy
for the financial services industry

ADelivers keynotes nationwide

ATechnology Faculty Chair for
Southwest CUNA Management School

A Authors articles for industry trades

ADegrees in Economics and English
from Duke University

A Accredited ACH Professional (AAP) , @leewetherington

ProfitStars



\ 4
Agenda

A Payments, Fraud & Risk Trends
A Payments Fraud & Hockey Pucks

I Fraud Types Growing vs. Declining
I Things You Should Know
A Impacts Beyond Transaction Liability
I Self-Discovered vs. CU-Notified
I Creating Member Churn and Gen Y
A Mitigating Payments Fraud
I Member Education & Empowerment

I Mitigation & Controls B i oyt 1



Trends In Risk and Fraud

1. Broadening risk identification
I From capital adequacy to enterprise-wide vigilance

I From generic stress tests to specific scenario planning
that targets the C U dbggest vulnerabilities

2. Complexity creates new vulnerability
I 3"-party reliance and risks
I Co-innovation risks

I From point solutions to specialized threat analysis and
protection (STAP)

3. Emerging payments risk

I EMV transition; fraud shifts; false declines; mobile
payment plays PoofiStars he
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Payments



Purchase Transactions on U.S.
Consumer Payment Systems

Debit
Cards

Change
2014 vs. 2009

Electronic
Payments

Credit
Cards

Checks
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Payments Shift Thru 2019

2009
$9.847 Tril. Ao
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oDisruption
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Degree of
Disruption
Mostly “wrapper” services, with a direct link to a bank issued

funding source (usually, a card)

Main impacton relationships, branding, availability of data

Potential revenue loss due to aggregation of transactions or non-
card funding sources (e.g. ACH)

The rise of alternative payments opened the doors for PSPs and
other non-banks to enter the market

Focus on segments historically under-served by banks (e.g. SME)

Some services are arguably beneficial to banks (e.g. growing cards
acceptance)

Threat is less directly in payments, more to the broader banking
relationship (e.g. lending)

earthport

the currency cloud

venmo
}'7Tra nsferWise
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Domestically, in developed markets, focused on makingit easier
(e.g. phone number/ email based) and faster. In developing markets
it's about helping create financial infrastructure and financial
inclusion

Internationally, attacking banking services which are often seen as
too expensive and too slow
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So far, disruption in payments
has been overstated.



Drivers of Payments Transformation

A Regulation Ripple Effects
I Durbin impacts continue
A Smartphone Saturation
A Gen Y Demographic Domination
A Faster Payments Initiatives
I Same-day ACH; Real-Time Payments
A Rise of Mobile Payments
I Apple Pay, Android Pay, Samsung Pay, et. al.
A EMV Transition

Profit
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EMV blunts POS fraud,

Fraudulent POS & E-Commerce Card Purchases With & Without EMV (in Mmillions)

Millions in U.S. Dollars
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Misuse of EMV Cards by Channel

™ ECF victims ECF victims with misused
EMV Cards

60% 55%
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Misused card had EMV | EMV card misused online or ~ EMV misused at the POS
! via telephone or mail

Offer alerts for mag stripe transactions on EMV cards.
Profit |
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FORECAST: US Mobile In-Store Payment Volume
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https://www.atmia.com/education/2016-emv-readiness-report/

Faster Payments Continuum

How do real-time payments differ from faster payments?

Faster Payments Real-Time Payments

A'ls more of a descriptive term i én immediate, irrevocable, inter-Fl
relative to todaybd b gFgountHo-aggoungtrangfey thaf ufilizgs a
ACH transactions of 1-3 days real-time messaging system connected to

every end-user through a financial institution,

) ) third party, or anotherreal-t i me sy st em.
Als a continuum relating to the party y

availability of funds, from same day
to near-real-time to real-time

d Payments Innovation Alliance, NACHA

Other elements include:
A 24-hour operations

A NACHA has approved same-day

payments in three phases: starting A Immediate messaging: delivery &
September 23, 2016 through March confirmation
16, 2018 A Support a range of payment channels,

including mobile
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Risks of Real -Time Payments?

FI Actions

Real-time behavior analytics

: Enroliment
Increased potential for fraud

Multi-factor authentication

‘Authentication Login

challenges in . :
real-time Service-use (pattern and velocity

®) ess time to payments —
detect and react Device identity
to possible fraud -
T manual Tokenization
detection is not ) _ ]
viable Operating rules: prevent pull debit trans

Individual FI policies: transaction ceiling

Y\
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Evolution of Payments

‘Invisible
®pigital

*Mobile
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Q: Wh a thiggest hasske consumers face
paying for things in a store?

A: Standing in line waiting to pay for things in a
store.




Mobile Order & Pay Ahead

essee T 941 AM 100% m— sesee T 9:41 AM 100% -

£ CONFIRM ORDER 4

| Pike Place Market |
s 5 Minute Walk
A8

STARBUCKS : Ready in 4-7 Minutes 3rd & Columbia
: | | Pickup in 4-6 Minutes @ 2 min

@RDER & PAY BRY s e

: Tall Americano $1.81 acon ouda srusan
O?'den_from your phone, with 2 shots o ' Breakfast Sandwich
pickup at your store. : s Warmed Up

Grande Caramel Ribbon $3.62
\ Crunch Frappuccino Tall Americano

with 1% Milk, 2 pumps Caramel,

2 shots, ristretto, with
and no Whipped Cream

\ room
-

Tax $0.49

Order Total $5.92

- Add Iltem

""" Rosemary's Card
$12.02




Receipt/Tip Available

Tipping available until 2:39 PM







