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Agenda

ÅPayments, Fraud & Risk Trends

ÅPayments Fraud & Hockey Pucks

ïFraud Types Growing vs. Declining

ïThings You Should Know

ÅImpacts Beyond Transaction Liability

ïSelf-Discovered vs. CU-Notified

ïCreating Member Churn and Gen Y

ÅMitigating Payments Fraud

ïMember Education & Empowerment

ïMitigation & Controls
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Trends in Risk and Fraud

1. Broadening risk identification

ï From capital adequacy to enterprise-wide vigilance

ï From generic stress tests to specific scenario planning 

that targets the CUôs biggest vulnerabilities

2. Complexity creates new vulnerability

ï 3rd-party reliance and risks

ï Co-innovation risks

ï From point solutions to specialized threat analysis and 

protection (STAP)

3. Emerging payments risk

ï EMV transition; fraud shifts; false declines; mobile 

payment plays
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Payments



SOURCE: Nilson Report, December 2015, Issue 1077
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SOURCE: Nilson Report, December 2015, Issue 1077

Payments Shift Thru 2019
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òDisruption ó in Payments?

SOURCE: CelentôsñBANKS, RETAILERS, AND FINTECH: REIMAGINING 

PAYMENTS RELATIONSHIPS PART THREE: THE FINTECH PERSPECTIVE

Zilvinas Bareisis and Gareth Lodge; January 2016ò; Stephen Greer; November 2015
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òDisruptionó in Payments?

SOURCE: CelentôsñBANKS, RETAILERS, AND FINTECH: REIMAGINING 

PAYMENTS RELATIONSHIPS PART THREE: THE FINTECH PERSPECTIVE

Zilvinas Bareisis and Gareth Lodge; January 2016ò; Stephen Greer; November 2015

So far, disruption in payments 

has been overstated.
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Drivers of Payments Transformation

ÅRegulation Ripple Effects

ïDurbin impacts continue

ÅSmartphone Saturation

ÅGen Y Demographic Domination 

ÅFaster Payments Initiatives

ïSame-day ACH; Real-Time Payments

ÅRise of Mobile Payments

ïApple Pay, Android Pay, Samsung Pay, et. al.

ÅEMV Transition



U.S. EMV Credit and Debit Card Forecast 2014ï2018

The Slow Transition to EMV
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Fraudulent POS & E-Commerce Card Purchases With & Without EMV (in Millions)

EMV blunts POS fraud, not online fraud
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Misuse of EMV Cards by Channel
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Offer alerts for mag stripe transactions on EMV cards.



Mobile Proximity Payments Continue to Grow

SOURCE: 2016 EMV Readiness Report, ATMIA and BI Intelligence, January 2015

https://www.atmia.com/education/2016-emv-readiness-report/
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Faster Payments Continuum 

Faster Payments

ÅIs more of a descriptive term 

relative to todayôs batch processing 

ACH transactions of 1-3 days

ÅIs a continuum relating to the 

availability of funds, from same day 

to near-real-time to real-time

ÅNACHA has approved same-day 

payments in three phases: starting 

September 23, 2016 through March 

16, 2018

Real-Time Payments

ñéan immediate, irrevocable, inter-FI 

account-to-account transfer that utilizes a 

real-time messaging system connected to 

every end-user through a financial institution, 

third party, or another real-time system.ò

ðPayments Innovation Alliance, NACHA

Other elements include:

Å24-hour operations

ÅImmediate messaging: delivery & 

confirmation

ÅSupport a range of payment channels, 

including mobile

How do real-time payments differ from faster payments?
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Risks of Real -Time Payments?

Less time to 
detect and react 
to possible fraud 
ïmanual 
detection is not 
viable

Authentication 
challenges in 
real-time 
payments

Increased potential for fraud

FI Actions

Real-time behavior analytics

Enrollment

Multi-factor authentication

Login

Service-use (pattern and velocity 
checks)

Device identity

Tokenization

Operating rules: prevent pull debit trans

Individual FI policies: transaction ceiling
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Evolution of Payments

Mobile

Digital

Invisible



Q: Whatôs the biggest hassle consumers face 

paying for things in a store?

A: Standing in line waiting to pay for things in a 

store.



Mobile Order & Pay Ahead






